
If an email is from someone you don’t know and the Subject is like any of the examples below,      
it is probably Spam:
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It sounds too good to be true

Sender: NotMCSpammer
Subject: You just won millions!!

It is advertising something

Sender: Joe Schmoe
Subject: Great Deals Here

There are lots of misspelled words

Sender: Sunsh1n3 Superst@r
Subject: Brit3 dats R heer

It sounds really strange

Sender: Monica Lindsay
Subject: Re: mango justified

The email sounds interesting
but you weren’t expecting it

Sender: brouhaha
Subject: Win a free game console!

Tips for Identifying Spam Emails
Personal Information is information about your OFFLINE identity that someone could use to 
figure out who or where you are, such as:

What school you go to

Your teachers’ names

Credit Card numbers

License plate numbers

Name of team you play for

Your number on your team

Places near your house, like 
stores, restaurants, or parks

Places you visit regularly

If you are home alone

When you are going to be 
home alone

Your full name

Your User name or Password

Your age

Your ID number or Social 
Security Number

Your email address

Your home address

Your phone number

What city you live in

What neighborhood you live in

Your parents’ names

Where your parents work

Names or phone numbers of 
family members and friends

Examples of Personal Information
Some websites contain Dangers that can damage your computer or steal your personal            
information. When you are exploring websites, watch out for the following 4 Dangers:

Tips for recognizing Website Dangers

Links that download files

Forms that ask for Personal 
Information

Advertisements and Popups

Threatening, hurtful, or 
adults-only content

These links usually ask if you want 
to save or open the file when you 
click on them and can say 
something like “Click to Download” 
or “Download Now”

Advertisements have content that 
is different than the website they 
are on (like a car Ad on a website 
about puppies), and sometimes 
they say “Ad” or “Advertisement” 
on them

Forms can be a Danger if they ask 
for personal information like your 
full name or credit card number

Content can be a Danger if it 
makes you feel icky or 
uncomfortable or says Adults-only 
or “You must be 18 or older” on it

Tips for Dealing with Cyber Bullying
Cyber bullying is using the Internet to threaten, embarrass, pick on, or put-down people. They 

can make you pretty miserable, so if you ever run into a cyber bully, remember these tips:

When a Bully attacks, first try to ignore or block them.

If the attacks become overwhelming or scary, you should probably let a trusted adult know 
about it.

The Bully is probably trying to pick a fight. If you can laugh it off instead of reacting or 

fighting back, the Bully doesn’t get what they want.

Talk with your trusted adult about strategies to deal with the bullying and come up with a 

plan together.

Be prepared to report the bully.

Be a good cyber citizen and help prevent cyber bullying.

Save any evidence of the bullying, such as email and instant messages and screenshots of 

web pages. See Hint Sheet 05 for information on how to report cyber bullying.

If you witness cyber bullying, try to do something friendly to help the victim, so they don't feel 

alone. Don't join in and make things worse. 

Protect yourself from cyber bullying as much as possible.

Make sure that you won’t be an easy target for cyber bullies. Don’t share your personal 

information in Cyberspace, especially photos and videos, and don’t try to pick fights with 

other people. 

Netiquette Tips
Netiquette is the etiquette of the Internet, simple rules for how you should act in 
Cyberspace that keep things polite and help everyone get along. Here’s some tips for being 
a good Cyber Citizen and practicing good Netiquette:

Check for typos or other mistakes before you post or send a message. Use 
emoticons like ;) and acronyms like LOL to get your message across in the right 
spirit.  Avoid using ALL CAPS, it means you are shouting. 

Always ask permission before posting about someone or sharing an email, photo, or 
chat conversation, and make sure that it does not contain any personal information.

Keep messages short, polite, and to the point. Don't spam people with multiple 
messages or waste their time. Try not to use too much chat slang if you think the 
other person won't understand it. 

Be a Champion, not a Chump

Be polite and respectful of others

Pay Attention to Format

Ask Before you Post

Be helpful and courteous to others and don't be a cyber bully. If someone is being 
rude to you, be the better person. Talk to a trusted adult, block them, or simply 
walk away. If they are bullying someone else, don’t join in and make it worse. Be 
supportive and positive and try to help the victim if you can.

Tips for Growing a Positive Online Reputation
Your online reputation can be positive or negative, it all depends on how you behave when 
you're in cyberspace and what other people say about you.

Do share things that would improve your reputation as a good 
student, a good friend, and a team player.

Don’t share things that would damage your reputation as a 
good friend and a respectable and trustworthy person.

Don’t share things that will make you a target for weirdo 
strangers or bullies.

Be careful about whom you trust with your reputation when you 
add them to your friends and share things with them.

Be on the lookout for others damaging your reputation and 
act quickly to minimize the damage.


